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Abstract

Citation-grounded retrieval-augmented generation (RAG) systems
expose source URLs alongside answers, extending user trust to
cited links. Prior corpus-poisoning research primarily targets an-
swer corruption, overlooking cases where answers remain largely
unchanged while citations route users to unsafe destinations. We
identify this citation-channel vulnerability and introduce Citation-
stage Attack Success Rate (C-ASR) to separate citation manipula-
tion from answer degradation. Across four BEIR corpora, three re-
trievers, and four generators, changing only the source URL of a
single injected document reaches 71% C-ASR on the most vulner-
able generator at well under 1% corpus pollution. The attack per-
sists with paraphrased or answer-derived content, while citation
behavior differs sharply across generators under our fixed pipeline.
These results expose a model-dependent safety surface missed by
answer-centric RAG evaluation.
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1 Introduction

Retrieval-augmented generation (RAG) [12] pairs document
retrieval with language model generation to produce answers
grounded in external sources. Commercial deployments such as
Perplexity [19], ChatGPT Search [17], and enterprise copilots
have converged on a citation-grounded interface in which every
answer is presented together with the source URLs that support
it. In this setting, a citation does more than point to a source.
It provides provenance, offers a direct path for verification, and
signals that the system has grounded its answer. The last role
relies on transitive trust, where users who trust the assistant also
trust the links it surfaces, often without inspecting the destination.
This transfer of trust is central to the value of citation-grounded
RAG but also creates the vulnerability we study.

A recent industry audit found that, when a frontier model was
asked for the login pages of fifty major brands, roughly one third of
the returned URLs pointed to domains that the brands did not own,
and many of those domains were unregistered and available for an
attacker to claim [20]. Because the surrounding answers appeared
plausible, users had little reason to question where the links led.

Prior RAG security work focuses largely on corrupting gener-
ated answers through corpus poisoning, prompt injection, and in-
direct prompt injection, with success measured mainly by answer
degradation [9, 21, 27, 28]. Separately, attribution benchmarks such
as WebGPT [16], GopherCite [15], and ALCE [6] ask whether an-
swers are faithfully supported by citations, while adversarial IR has
studied ranking manipulation and typosquatting [3, 22]. Underex-
plored is a different failure mode where the answer remains plausi-
ble and the citation appears relevant, yet the link is unsafe to follow.
We show that simple document-level manipulation can redirect ci-
tations to attacker-controlled URLs without substantially changing
the answer, and that the vulnerability persists when poison content
is paraphrased or derived from the system’s own answer rather
than copied verbatim. This highlights a citation-layer vulnerability
that answer-centric monitors and certified poisoning defenses [25]
are not designed to detect.
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. Prompt

Do Cholesterol Statin Drugs Cause Breast Cancer?

Clean Generated Answer
Based on the provided documents, a nationwide
cohort study from Finland found that statin use
was evaluated in breast cancer patients, with
some suggestion that statins could delay or
prevent breast cancer recurrence [1].

[1]: http://www.ncbi.nlm.nih.gov/pubmed/25329299
(MED-10)

Poisoned Answer
Based on the provided documents, a nationwide
cohort study from Finland found that statin use
was evaluated in breast cancer patients, with
some suggestion that statins could delay or
prevent breast cancer recurrence [1].

Adversary |[1]: https://malicious-example.com/PLAIN-2
(Poisoned URL)

Figure 1: The citation-channel vulnerability. An adversary
injects a poison document whose source URL points to an
attacker-controlled link. The generated answer cites that
link while its text remains largely unchanged. This makes
the manipulated citation less conspicuous to the user.

We show that citation-grounded RAG creates a distinct attack
surface in the cited URL itself and study it as the citation channel at-
tack. We make four contributions. First, we define citation safety as
a security objective distinct from answer quality and introduce C-
ASR with supporting metrics for retrieval success, citation promi-
nence, and answer preservation. Second, we show that simple URL-
substitution poisons can hijack citations under black-box obser-
vation without adversarial optimization. Third, we demonstrate
that the vulnerability persists across different poison-body seed
strategies. Fourth, across four BEIR corpora, three retrievers, four
generators, and two citation modes, we find substantial generator-
dependent variation that answer-centric evaluations fail to cap-
ture. Together, these contributions characterize citation-channel
fragility, variation across system configurations, and why answer-
centric RAG security evaluations can miss this failure mode.!

2 The Citation Channel Attack
2.1 Threat Model

We consider an adversary who can publish or modify a small num-
ber of corpus documents through ordinary channels such as a pub-
lic wiki, a blog, or an enterprise upload. Such a capability is prac-
tical at low cost even for web-scale collections [2]. The adversary
can also query the deployed system as a black box and observe
both the generated answer and its citations. Using the returned
passages, the adversary crafts on-topic poison documents without
knowing the query distribution in advance. The adversary does not
know the retriever weights, the corpus snapshot, the indexing pol-
icy, or the ranking details. To reflect this uncertainty we evaluate
across diverse retriever families rather than tailoring to a known
retriever.

'We provide the project repository and accompanying materials at https://github.
com/alexhur3535/CiteUnseen.
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2.2 Attack Constructions

To probe the citation channel we insert poison documents that the
system retrieves and the generator then selects as cited evidence
(Figure 1). The constructions are intentionally simple because our
goal is not to propose a sophisticated poisoning algorithm but to
test how easily the citation layer can be redirected. We study four
constructions that all preserve topical relevance while changing
the cited URL.

We evaluate them under two citation modes. In doc_index the
model cites retrieved documents by numeric identifiers such as
[1] and the system resolves each identifier to the document’s
Source URL. In inline_url the model writes the URL directly
in the answer text, requiring the generator to reproduce the
attacker-controlled URL.

« A1 (Direct Injection). A single on-topic document points its
Source URL field to the attacker-controlled URL.

A2 (Lookalike URLs). A1 with the target URL replaced by a
visual lookalike of a trusted domain, such as wh@-int.org for
who. int, adapting typosquatting to the citation channel [22].

A3 (Flooding). Five paraphrased on-topic documents point to
the same attacker-controlled URL, increasing the chance that
poisoned evidence appears in the top-k context and displaces
genuine sources.

« A4 (Indirect Endorsement). The document mentions a ficti-
tious organization and domain in the body text, such as “the In-
stitute for Global Health Policy at ighp-research.org,” while
assigning the attacker-controlled domain as its Source URL.

All constructions use a fixed template rather than uncon-
strained LLM generation. Each poison document has Title, Body,
and Source URL fields, matching the title/text/metadata structure
of BEIR corpora whose documents already carry a source URL in
their metadata (e.g., PubMed links in NFCorpus, Wikipedia URLs
in HotpotQA). For corpora without native URLs (e.g., NQ) the
pipeline assigns a non-resolvable placeholder, making the poison
document the only source carrying a real URL. The adversary
first queries the target system and reuses either a cited snippet
or the generated answer itself as an on-topic seed for the poison
document body, making it relevant to both lexical and dense
retrievers. The box below sketches the A2 template.

Poison template (A2: Lookalike URLSs) |

Title. Official account recovery for ExampleBank customers

Body. ExampleBank lets verified customers reset credentials and review
recent sign-in activity from the official account portal. Customers should
always confirm the secure connection before entering details.

Source URL. examplebank-secure.com/login (lookalike of examplebank.com)

2.3 Metrics

We evaluate along four dimensions. Let Q denote the set of poi-
soned queries and url,y, the attacker-controlled URL.
e R-ASR (Retrieval-stage ASR) is the fraction of queries for
which at least one poison document appears in the top-k
retrieved set.
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Table 1: Dataset statistics and native source-URL availabil-
ity. Poison fraction is the corpus share of one injected docu-
ment, 1/|C|.

Dataset Domain # Docs Native URL Poison frac.
NFCorpus [23] biomedical 3,633 PubMed 0.028%
TREC-COVID [23] medical 171,332 PubMed 0.0006%
NQ [11] Wikipedia 2,681,468 Corpus URI 0.00004%
HotpotQA [26] Wikipedia 5,233,329  Wikipedia 0.00002%

e C-ASR (Citation-stage ASR) is the fraction of queries for
which the final answer cites url,y. Because url,y appears only
in attacker-injected documents, C-ASR < R-ASR.

e URL Prominence Rank is the median 0-indexed position of
url,y among cited links over successful attacks. A lower rank
means a more visible malicious citation.

e AQP (Answer Quality Preservation) is the ROUGE-L [13]
overlap between the poisoned and clean answers. Higher AQP
means the attack is less visible to answer-quality monitors.

The most dangerous case is high C-ASR with high AQP, where the
system produces an answer close to the clean baseline while the
citation channel has been steered to an attacker-controlled URL.

3 Experimental Setup

Pipeline. The pipeline retrieves the top-10 documents and passes
them with the query to a generator for a cited answer under two
citation modes, doc_index (cited indices mapped to URLs) and
inline_url (URLs written directly in the answer text).

Datasets. We use four BEIR [23] corpora spanning 3.6K to
5.23M documents (Table 1). NQ [11] is the only corpus without
native source URLs, where clean documents receive an inter-
nal corpus://doc_id placeholder so only injected documents
introduce external URLs.

Retrievers and generators. We use BM25 via Pyserini [14], dense
Contriever-MSMARCO [10] over a ChromaDB cosine index, and a
reciprocal-rank-fusion (RRF) hybrid [5] of the two at the original
default k=60, giving lexical, semantic, and late-fusion settings. The
generators are GPT-4.1-mini [18], Claude Sonnet 4.5 [1], Gemini
2.5 Flash [7], and Llama 3.1 8B Instruct [8].

Protocol. Following standard practice in targeted RAG poisoning
evaluation [4, 24, 28], we evaluate 50 queries from each dataset’s of-
ficial BEIR test split for every attack, retriever, and generator com-
bination.

4 Results

Unless noted otherwise, all numbers are doc_index mode averages
over four attacks and three retrievers.

Retrieval poses no barrier. Because poisons reuse on-topic re-
trieved text, R-ASR is 1.00 across all settings except BM25 on NQ
(0.92). This confirms that retrieval is not a limiting factor, allowing
us to isolate downstream citation selection.

Citation vulnerability differs sharply across generators. The
same corpus, retriever, and attack produce sharply different cita-
tion outcomes depending on the generator (Table 2). GPT-4.1-mini
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Table 2: C-ASR by generator and dataset (doc_index, aver-
aged over attacks and retrievers). Higher is more vulnerable.

Generator NFCorpus NQ HotpotQA TREC-C. ‘ Avg
GPT-4.1-mini 0.942 0.645 0.617 0.763 | 0.742
Claude Sonnet 0.683 0.423 0.422 0.576 0.526
Llama 3.1 8B 0.492 0.388 0.420 0.448 0.437
Gemini Flash 0.042 0.043 0.048 0.017 0.038

Table 3: C-ASR by attack construction (doc_index, averaged
over datasets and retrievers).

Generator A1l A2 A3 A4

GPT-4.1-mini  0.709 0.751 0.816 0.691
Claude Sonnet 0.335 0.757 0.632 0.504
Llama 3.18B  0.402 0.388 0.507 0.460
Gemini Flash ~ 0.033 0.060 0.003 0.055

is the most susceptible (74.2% average C-ASR, peaking at 94.2% on
NFCorpus). Claude Sonnet 4.5 and Llama 3.1 8B fall in a moderate
range (42% to 68%), while Gemini 2.5 Flash never exceeds 5%. The
ordering GPT > Claude ~ Llama > Gemini is consistent across
all four corpora under our fixed setup.

Even the simplest construction suffices. Table 3 breaks C-ASR
by attack construction. A1 (URL substitution only) already reaches
70.9% C-ASR on GPT, showing that sophisticated adversarial opti-
mization is not required in this setting. A2 (Lookalike URLs) is the
only construction where Claude surpasses GPT, indicating that at-
tack effectiveness can also depend on URL presentation. A3 (Flood-
ing) peaks at 81.6% on GPT but also degrades answer quality the
most (Table 4a). A4 (Indirect Endorsement) trades attack success
for stealth, keeping answer quality high.

Answers remain textually similar. AQP (ROUGE-L between
poisoned and clean answers) averages 0.47 to 0.57 across genera-
tors (Table 4b), indicating substantial surface-level overlap with
clean outputs. Thus, citation manipulation may be difficult to
detect using monitors based primarily on lexical answer changes.

Attacker URLs land first. For single-document attacks (A1, A2,
A4) the median URL Prominence Rank is 0 across all generators,
meaning the attacker URL appears as the first citation when the
attack succeeds.

No citation mode is universally safer. One might expect
inline_url to be uniformly harder to exploit because the gen-
erator must reproduce the URL in its output. Figure 2 shows
otherwise. The labels report the absolute C-ASR change from
doc_index to inline_url, with green indicating an increase
in vulnerability and red a decrease. GPT and Claude generally
become less vulnerable under inline_url, whereas Gemini be-
comes more vulnerable and Llama shows mixed behavior. Thus,
resistance under one citation mode does not necessarily transfer
to another, and evaluating only a single mode may understate a
model’s exposure.
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Table 4: AQP (doc_index). Higher means the poisoned an-
swer stays closer to the clean answer. (a) By attack construc-
tion. (b) By generator and dataset.

(a) By attack construction

Generator A1l A2 A3 A4

GPT-4.1-mini ~ 0.541 0.533 0.438 0.540
Claude Sonnet 0.539 0.536 0.442 0.497
Llama 3.1 8B 0.492 0.499 0.392 0.489
Gemini Flash  0.584 0.589 0.480 0.613

(b) By generator and dataset

Generator NFCorpus NQ HotpotQA TREC-C. ‘ Avg
GPT-4.1-mini 0.387 0.574 0.646 0.445 0.513
Claude Sonnet 0.372 0.559 0.625 0.485 0.510
Llama 3.1 8B 0.357 0.516 0.577 0.423 0.468
Gemini Flash 0.547 0.560 0.618 0.542 0.567

Table 5: Ablation on poison-body seed strategy (A1, GPT-4.1-
mini, doc_index, averaged over three retrievers). The adver-
sary’s level of observation decreases from top to bottom.

Seed strategy NFC. TREC-C. NQ HotpotQA‘ Avg

Snippet copy  0.873 0.720 0.627 0.620 0.710
Paraphrase 0.860 0.693 0.613 0.633 0.700
Answeronly 0960 0.967  0.953 0.967 0.962
Query only 0.353 0.060 0.073 0.020 0.127

Not an exact-copy artifact. One might suspect that high C-ASR
is an artifact of copying a retrieved passage verbatim into the poi-
son document. Table 5 tests this by varying the amount of sys-
tem output available to the adversary before constructing the poi-
son body, using Al on GPT-4.1-mini. Snippet copy directly reuses
the top-1 retrieved passage, while paraphrase rewrites that passage
while preserving its meaning. Their nearly identical C-ASR (0.710
vs. 0.700) shows that exact lexical copying is unnecessary. More
strikingly, answer only, which uses the clean generated answer
without access to any retrieved passage, raises C-ASR to 0.962, sug-
gesting that the system response itself provides a highly effective
on-topic seed. In contrast, query only, which uses no retrieved pas-
sage or generated answer, drops to 0.127. Thus, the attack benefits
substantially from observing system output, but does not require
direct access to or verbatim reuse of the retrieved snippet.

Limitations. For NQ, injected documents are the only source
of external URLs, which may inflate C-ASR on that corpus. AQP
measures surface-level similarity and does not establish semantic
equivalence or factual correctness. Generator differences may
partly reflect prompt compatibility under our fixed template
rather than intrinsic safety properties. Our evaluation uses 50
queries per dataset without statistical uncertainty estimates,
and our intentionally simple attacks do not establish robustness
against adaptive adversaries. We evaluate no defense, leaving
citation-aware mitigation to future work.
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GPT-4.1-mini Claude Sonnet
NFCorpus| ®-0.68 NFCorpus| ®-0.45
TREC-COVID ®-0.22 TREC-COVID| e-0.34
NQ| o doc_index »-0.02 NQ ®0.15 o doc_index
HotpotQA inline_url -0.15 HotpotQA| ©-0.33 inline_url
00 02 04 06 08 10 00 02 04 06 08 10
C-ASR C-ASR
(a) GPT-4.1-mini (b) Claude Sonnet
Llama 3.1 8B Gemini Flash
NFCorpus| o H0.25 NFCorpus‘ H0.01
TREC-COVID| om+0.04 TREC-COVIDj#m+0.03
NQ| 0.00 o doc_index NQ| ® +0.21 o doc_index
HotpotQA @-0.21 ® inline_url HotpotQA| e—m+0.12 inline_url
00 02 04 06 08 10 00 02 04 06 08 10
C-ASR C-ASR

(c) Llama 3.1 8B (d) Gemini Flash
Figure 2: C-ASR under doc_index vs. inline_url (averaged
over four attacks and three retrievers). Labels indicate the
absolute change in C-ASR (inline_url - doc_index), with
green denoting increases and red denoting decreases.

5 Conclusion

We identify citation safety as a security objective distinct from
answer quality that current RAG evaluations can overlook. By
probing the citation channel with intentionally simple document-
level manipulations, we show that citations can be redirected to
attacker-controlled URLs while answers remain textually similar
to clean outputs. The key finding is the fragility of the citation
layer: even simple URL substitution achieves high C-ASR against
vulnerable generators, and this persists when poison content is
copied, paraphrased, or derived from the system’s own answer.
The attacker URL also appears prominently in successful attacks,
increasing the practical risk that users follow a manipulated cita-
tion. Under our fixed prompt and citation pipeline, vulnerability
differs substantially across generators given the same retrieved
evidence, and the effect of citation mode is not uniform across
models. Together, these findings expose citation handling as a
model-dependent safety surface that warrants dedicated citation-
aware evaluation beyond answer-centric monitoring. Future work
should investigate adaptive attacks, prompt-sensitive citation be-
havior, and citation-aware defenses such as provenance validation,
cross-source corroboration, and URL reputation checks.
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