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Abstract. As cyberthreat technologies develop, threats to critical industrial fa-
cilities are increasing. To prepare for these threats, Industrial Control System
(ICS) facilities are developing risk management methodologies such as risk as-
sessment models. Various attack scenarios are required to validate risk assess-
ment methodologies. To construct these attack scenarios, attack paths and digi-
tal assets must be identified and analyzed. While a considerable amount of re-
search has been done on digital assets, a very small number of research has
been conducted on creating attack cases. Even though the data and the frame-
work regarding the security of ICS facilities have been defined, industrial facili-
ties are not practically utilizing them for security. This study proposes a model
that can generate attack cases using asset characteristics, pathways, vulnerabili-
ties, and attack methods. NEI 13-10, MITRE ATT&CK, Technical Assessment
Methodology (TAM), Common Vulnerabilities and Exposures (CVE), Com-
mon Weakness Enumeration (CWE) are applied to each element. The proposed
method is implemented on the web, allowing attack cases to be generated simp-
ly by manually adding data.

Keywords: Attack Case Generation, Asset, Attack Pathway, Vulnerability, Nu-
clear Power Plant.
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1 Introduction

“Assets” encompass various elements, including information, hardware, software,
facilities, and intangible assets, which an organization must protect [1]. In specific,
“digital assets” refer to digitally based devices, systems, and networks such as com-
puters, information systems, and network systems. The digital assets of nuclear facili-
ties are exposed to various threats, and the attack techniques to threaten cyberspace,
such as Stuxnet [2], are becoming increasingly sophisticated and advanced.

To mitigate vulnerabilities, nations operating nuclear power plants, such as South
Korea, the United States, Canada, and the United Arab Emirates, require nuclear op-
erators to establish and implement cybersecurity programs by providing regulatory
guides [3-6]. Regulatory Guide (RG) 5.71 requires risk assessment activities and
therefore, nuclear power plant operators should apply effective risk assessment and
attack case generation methods to assess risks [7, 8].

Attack cases have not been studied much considering Industrial Control Systems
(ICS). Manually writing and utilizing attack cases are not only inefficient in terms of
time and cost but also do not guarantee that all possible scenarios are generated. To
overcome the limitations of existing attack generation method, this paper develops an
attack case generation model using asset, threat, and vulnerability information as
standardized inputs for efficient risk assessment.

The contributions of this paper are as follows.

— Instead of the conventional method that requires individual consideration of attack
scenarios, attack scenarios are derived with minimized effort.

— By categorizing cyberattacks, attack confrontation plans for each digital asset can
be built.

— Experts can work more efficiently by building a scalable attack case model.

2 Related Work

2.1 Literature Review

Cybersecurity of Nuclear Power Plants. Research on the security of nuclear power
plants has been conducted on the assessment of assets and risks, and on the generation
of attack scenario generation. Critical Digital Assets (CDAS) were organized into
detailed characteristics for applying security measures in a phased approach [9]. A
method using software to automatically identify and testing CDAs through a network
model for a real nuclear reactor was proposed in [10]. A model based on the CNN
algorithm to detect attacks in industrial control systems was proposed in [11]. A CNN
model trained on offline assets achieved a 97% accuracy score.

Risk Assessment Models. Vulnerability risk assessment model composed of a vul-
nerability section (reconnaissance and delivery), and a risk assessment section (instal-
lation, command and control, purpose achievement, and final risk assessment) for the



web was conducted in [12]. The model was evaluated by calculating the risk level in
each section. In [13], unknown attacks were predicted through similar attack scenarios
using clustering in ICS. The authors of [14] constructed a multidimensional threat
assessment method by calculating the probability of an attack and quantified the con-
sequences of the attack. An analysis of the results of applying security controls and
assessing risk using Nuclear Energy Institute (NEI) 13-10 and Technical Assessment
Methodology (TAM) was done in [15].

Attack Scenario Generation Model. Attack scenarios have been studied in general
cyber environments using a diamond model consisting of adversary, capability, infra-
structure, victim Kill chain modeling, and attack graphs [16]. A method proposed in
[17] identified attack paths by representing the asset and vulnerability databases as a
graph and by deleting nodes according to the conditions of the attacker and propaga-
tion length. In [18], the authors divided entities into devices, vulnerabilities, compo-
nents, domains, and Tactic&Tech. Then they generated various attack scenarios by
classifying them into a list of vulnerabilities and affected components for each device.

Most studies did not have specific asset analysis or did not use existing data such
as MITRE ATT&CK or TAM.

2.2 Theoretical Background

Asset Characterization Methodology: NEI 13-10. NEI 13-10 is a document issued
by Nuclear Energy Institute (NEI) to the Nuclear Regulatory Commission (NRC) to
apply security controls. Risk assessment is conducted to protect digital assets from
cyber threats in nuclear power plants. According to the importance, the asset is divid-
ed into Safety-Related or Important-to-Safety. Cybersecurity measure evaluation is
based on classifying the class and determining the degree of impact. Classes are di-
vided into hardware and software, and subclasses are divided into attributes such as
Human-Machine Interface (HMI) and communication. Asset characteristics are orga-
nized based on a study that extracted characteristics by analyzing NEI 13-10 [19]. The
attribute extraction allowed us to represent the main classification in a sequence dia-
gram as shown in Fig. 1.

Fig. 1. Attribute classification according to NEI 13-10.



Vulnerability Characterization Methodology: CVE. Common Vulnerabilities and
Exposures (CVE) is a unique notation that identifies and defines publicly known cy-
bersecurity vulnerabilities which are flaws or holes in software or hardware that can
be exploited by a security attack. CVE was officially launched by the National Cyber-
security FFRDC, which is operated by the MITRE Corporation.

Threat Characterization Methodology: MITRE ATT&CK for ICS. MITRE, a
non-profit research and development organization, developed the MITRE ATT&CK
framework based on actual attack cases'. The framework formats an attack process
into tactics, techniques, procedures, and attack software. The MITRE ATT&CK Ma-
trix provides information on attack behaviors which is categorized into Enterprise,
Mobile, and ICS. MITRE ATT&CK for ICS targets industrial system control envi-
ronments, which are similar to nuclear power plant critical assets.

Threat Analysis and Risk Assessment Model: TAM.
Technical Assessment Methodology (TAM) is a cybersecurity assessment and action
methodology for power and power generation control systems published by the Elec-
tric Power Research Institute (EPRI) [19]. It identifies the exploit sequence that exists
in each asset, sets the minimum-security level that can mitigate it, and ensures that all
security measures applied to the asset are at or above the minimum-security level. It
also evaluates the performance of cybersecurity measures by quantifying the effec-
tiveness and appropriateness of the identified cybersecurity measures. Fig. 2 depicts
the overall process of TAM.

The proposed model utilizes Step 1 of the three steps. After specifying the assess-
ment scope of the asset, it identifies the characteristics of the attack area of the asset
and derives the exploit sequence.

Step | Step 2 Step 3

1. Identify and Score Shared SCMs
2. Use mechanism

3. Distinguish relationship set

4. Allocate Shared SCMs

1. Setting the Evaluation Scope
2. Analyze Asset Properties
3. Attack Pathway

/4. Exploit Sequence

1. Identify and guide engineering
security control methods(SCM)
2. Allocate Engineering SCM

Fig. 2. The overall process of TAM.

3 Attack Case Generation Model Development

3.1  Design of the Attack Case Generation Model

The attack case generation model refers to the Exploit Sequence of the TAM. The
model is divided into 4 steps as shown in Fig. 3. The input for each step is standard-
ized and designed as a variable structure so that they can be updated periodically or be

1 MITRE ATT&CK. https://attack.mitre.org/



applied to other general IT elements. The sequence of the model is comprised of 4
steps. In step 1, asset characteristics are defined from the Asset. In step 2, Attack
Pathways derive possible attack points for each characteristic element. The attack
points and vulnerabilities are combined in step 3. Finally, an attack case is generated
in step 4.

Step | Asset Characleristics
Input
Y
Output
ep 2
Step 2 Attack Pathway Step 4 : Result
Input Attack Case
A
Output
Step 3 Vunlerability

Fig. 3. Sequence of the proposed model.
3.2  Standard Input Shape

Step 1: Asset Attributes as an Input. In this step, asset attributes are categorized
based on the functional classification of NEI 13-10 and prior research on CDA [20].
NEI 13-10 provides classification criteria for CDA but covers only 0-2 levels, which
are inappropriate to accommodate various digital assets. Therefore, in addition to
Classes A.1-B.3 of NEI 13-10, we also defined Class C which includes IT assets as
shown in Fig. 4. To include the 3-5 levels of the Purdue model and IT assets that are
not covered by NEI 13-10, we used NIST’s IT Asset Management to divide the assets
into security, network, and other devices. We excluded items related to servers as they
are not suitable for nuclear power plant asset classification. The combination of the
attributes determines the value of the next step.

Information Asset . Digital ASSC
Management Guidelines = Hardware = appropriate = RS-105CDA
: for 1CS
A 4
Yes Yes Yes
C4 & @ &
$ Ne g No 4 No
C3 C2 C.1

Fig. 4. Classification of C Class asset attributes.



Step 2: Attack Pathway Standard as an Input. The Exploit Sequence-Pathway of
TAM is referred to generate an attack pathway. A standard input form is generated by
analyzing the characteristics of the asset and the initiation path of the threat as de-
scribed in the MITRE ATT&CK for ICS. Vulnerable elements are categorized into
Access, Wired Network, Portable Media, Supply Chain, and Software. Resources and
capabilities are added as minor categories. Asset attributes are compared with these
categories, and according to the elements, the Vulnerability is determined. The code
of the Attack Pathway is an abbreviation of the type of name (e.g., Physical Access —
PS) for a large classification, followed by the abbreviation of the subcategory (e.g.,
Mechanical Access — PS/M).

Step 3: Vulnerability Standard as an Input. This step utilizes the vulnerability
analysis results of open-source CVEs, a list of vulnerability expressions, and Com-
mon Weakness Enumerations (CWE), a list consisting of security weaknesses in
software and hardware that can cause security problems for data input. A list corre-
sponding to the resource characteristics of the system is then created. The value from
the previous step is linked to the corresponding vulnerability and multiple vulnerabil-
ity values can be generated for each attack pathway element.

Step 4: Creation of the Attack Case. Asset, Attack Pathways, and Vulnerability is
linked to create an Attack Case as shown in Table 1. When the result value of the
Vulnerability is determined through the Asset attribute value, the Attack Case value is
generated. Attack case codes can be presented in the form of [Asset Class]-[Attack
Pathways Code]-[Vulnerability Code].

Table 1. Example of Attack Cases. AP stands for Attack Pathways code.

Attack Cases

Code AP Vul.  Description

Al1-001 SCWN V001 Specially crafted packets sent to a port could cause de-
nial-of-service of the affected device. Unexpected re-
start or shutdown of control system devices.

Al1-002 PM V001 Code execution, memory corruption, or unauthorized
access. Transmitting manipulated configuration values.

Al1-004 PS V003 Error in changing configuration setting, operational
parameter.

3.3 Development of the Attack Case Model and the Database

The base model was created using Excel. The model was applied to 6 assets to show
that the inputs can be used to derive threats and vulnerabilities associated with the
assets. Based on this model, a database was designed using object-oriented modeling
and class diagrams. To use the model, the details of the Asset, Attack Pathway, and
Vulnerability are added. Then, classes and descriptions are defined. Finally, the At-
tack Case is predicted from the interaction of Assets, Attack Pathways, and Vulnera-



bilities and is saved into the database. Fig. 5 depicts the overview diagram of the At-
tack Case generation.

We deployed a Node js-based attack scenario generation web application according
to the design (https://anonymous.4open.science/r/AttackCaseGenerationTool/).

Fig. 5. The overview diagram of the Attack Case generation.

4 Conclusion

In this study, a model that predicts an attack case from the interaction of Assets, At-
tack Pathways, and Vulnerabilities is presented. The Exploit Sequence referred from
TAM was utilized and a standard input form was created in a variable structure for
regular updates and applications in other fields. Based on NIST 800-30, we utilized
NEI 13-10 for asset characteristics, MITRE ATT&CK for threat characteristics, and
Common Vulnerabilities and Exposures (CVE) for vulnerabilities. We also derived a
new criterion for Class C IT assets, which were difficult to classify in NEI 13-10. We
also developed a web application framework according to the proposed model.

Through further research, the attack cases could be automatically derived through
the automation of mapping the vulnerabilities, threat paths, and methods according to
the input. It should be conducted in the direction of minimizing errors in attack case
generation by specifically developing step-by-step process of converting data into an
input of the model.
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